NHOOPMALNOHHASA TAMSATKA
JJIA OBYYAIOHIUXCA
0 0€30MacHOCTH HaXO0KIeHus B ceTu UHTepHeT

C KakIbIM TroJOM MOMOAEXN B WHTEPHETE CTaHOBUTLCA 6ofblle, a
LUKOMIbHUKN OfIHN U3 CaMbIX aKTMBHBLIX MO/b30BaTeNE PyHeTa. Mexay Tewm,
MOMMMO OFPOMHOFO KO/IMYECTBA BO3MOXHOCTEl, MHTEPHET HECeT U NPOoG/eMbl.
9Ta namMsTKa o/mKHA NOMOoYb Tebe 6e30MacHO HAXOAMTLCS B CETU.

KoMmnbrorepHbie BUPYCHI

KOMMbIOTEPHbLIA BMPYC - 3TO Pa3sHOBUAHOCTb KOMIMbLIOTEPHbLIX MPOrpamm,
OT/INYNTENbHON 0COGEHHOCTLIO KOTOPO ABMAETCSA CNOCOOHOCTb K PAa3MHOXEHMIO.
B fonofHeHWe K 3TOMY, BUPYCbl MOTYT MOBPEANTb UM MOHOCTHIO YHUYTOXMNTD
BCe (paiinbl N AaHHble, NOAKOHTPO/bHBIE MO/b30BATEN0, OT MMEHN KOTOPOro Obisia
3anylleHa 3apaxeHHas nporpaMma, a TakXe NOBpPeAuTb WK faXe YHUYTOXUTb
ornepauMoHHYI CUCTeMY CO BCemu (hainamu B LiefioM. B 60nbLUMHCTBE Cny4vaeB
PacnpoCTPaHATCSA BUPYChl Yepe3 MHTEPHET.

MeTogb! 3aLlnTbl OT BPeAOHOCHBIX NMPOrpamMm:

1. Ncnonb3yi coBpeMeHHbIe ornepauyoHHble CUCTEMbI, UMetoLLMe Cepbe3HbIid
YPOBEHb 3aLMUTbl OT BPEAOHOCHbIX NPOrpaMm;

2. TIOCTOSIHHO YycTaHaBnMBal navytn (UMgpoBble 3aniaTku, KoTopble
aBTOMaTMYeCKN YCTaHaB/IMBAKOTCA C Le/blo A0paboTKM nporpammbl) M Apyrue
OGHOBNEHNA CBOeil  OMnepauyoHHOM  cucTteMbl. CKaumBail WX TOMbKO C
ouymanbHoro calta paspabotumka OC. EcCnM  CyLIeCTBYET  PeXum
aBTOMaTUYeCKOro 06HOB/IEHWSA, BK/THOUN €r0;

3. Pabotaii Ha CBOeM KOMMbKOTEPE MO MpaBamy MNOMb30BaTeNs, a He
aflMMHUCTpaTopa. JTO He MNO3BOAUT OO/bLUMHCTBY BPEAOHOCHLIX MPOrpaMm
WHCTa/INIMPOBATLCSA Ha TBOEM NEPCOHa/IbHOM KOMIMbIOTEPE;

4. Wcnonb3yil  aHTMBMPYCHble MpOrpamMMHble  MPOAYKTbl  M3BECTHbIX
MPOV3BOANTENEN, C aBTOMATMUYECKM 0OHOBNEHNEM 6a3;

5. OrpaHunyb r3NYecKnii LOCTYN K KOMMbIOTePY A5 MOCTOPOHHUX NNLL;

6. Vcnonb3yii BHeLWHWE HOCUTENM WH(OPMaLMK, Takme KakK (rielka, AUCK
UK (hainn 3 MHTEPHETA, TOMbKO 13 MPOBEPEHHBLIX NCTOYHWKOB,

7. He OTKpbIBail KOMMbIOTEPHbIE (aisibl, MOMYYEHHbIE W3 HEHaeXHbIX
MCTOYHWNKOB. [axe Te (paiinbl, KOTOPbIE NPUCNa TBON 3HAKOMbIN. JTy4Lle YyTOYHK
Y Hero, oTnpasnsn 1 oH Tebe KX.

Ceru WI-FI

Wi-Fi - 370 He BMf nepefaymn faHHbIX, He TEXHOMOIMA, a BCero b 6peHs,
mapka. Ewe B 1991 rogy HwuiepnaHAckas KOMMaHus 3apermcrpuposana bpeHp,
"WECA", 4to o0603Ha4yano cnosoco4vetaHne "Wireless Fidelity”, KoTopblit
NepeBOAMTCSA Kak "6ecrnpoBofHas TOUHOCTL".



[10 Hawero BpemeHun fowsna gpyras abbpesmaTypa, KoTopas SBNSETCA TaKou
Xe TexHonorven. 310 abbpesmatypa "Wi-Fi". Takoe Ha3BaHue OblN0 AaHO C
HaMEKOM Ha CTaHAapT BbiCLUel 3BYKOBOW TexHWKW Hi-Fi, 4to B nepesofe
03Ha4aeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHblii UHTEPHET-LOCTYN B Kage, OTeNsX U asponoprax ABMseTcs
OT/INYHOM BO3MOXXHOCTbIO BbIXOfa B MHTEPHET. HO MHOrune akcnepTbl CUMTALOT,
4To 06LenocTynHble Wi-Fi ceTn He aBns0TCA 6e30MnacHbIMU.

CoBeTbl 10 0€30MaCHOCTH PA0OTHI B 001e0CTYMHbIX ceTsax Wi-fi:

1. He nepepaBaii CBOKO NINYHYO MHGOPMaUMIO Yepe3 obuieaocTynHble Wi-Fi
ceTu. PaboTas B HUX, XenaTesbHO He BBOAWTbL Maponn AOCTYNa, IOTUHbI U KaKue-
TO HOMEpA;

2. Ncnonb3yin n 06HOBNAN aHTUBUPYCHbIE Nporpammbl U 6paHamayep. Tem
caMbIM Tbl 06e30nacuLLb Cebs OT 3aKauku BMpYyca Ha TBOE YCTPOMCTBO;

3. Mpwu ncnons3osaHum Wi-Fi oTKI0UN QyHKLMIO "O6LWMIA JOCTYN K (haitnam
N npuHTepam". [aHHad (pyHKUMA 3aKpbiTa MO YMOMYaHWIO, OAHAKO HEKOTOpble
Mo/1Ib30BaTeNIN aKTUBUPYIOT ee Ana YA06CTBa UCMO/b30BaHUA B paboTe Unn y4eoe;

4. He wucnonb3yin ny6nmuHbliac WI-FI ana nepefayunv NMYHbIX [AaHHBIX,
Hanpumep, 4719 BbIX04a B COLMasbHbIe CETU UM B 3/IEKTPOHHYHO NMOYTY;

5. Ncnonb3yi ToNbKO 3aluiieHHoe coeanHeHme vepe3 HTTPS, a He HTTP,
T.e. Npun Habope Beb6-aapeca BBOAN MMeHHO "https://*;

6. B mobunbHoM TeneoHe oTKMOuUM PyHKUMo “ToakntoyeHne K Wi-Fi
aBTOMaTUyeckn". He aonyckail aBTOMaTMYECKOro MOAK/OYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

ConnaJjbHbIe CeTH

CoumanbHble CETU aKTUBHO BXOAAT B Hallly XKW3Hb, MHOTUE NHoAM paboTaroT U1
XXMBYT Tam MOCTOSIHHO, a B Facebook y»ke 3apernctpupoBaH MUNvapg YenoBek,
4TO SIBNSAETCH OAHON CeAbMOI BCEX XKUTeneid nnaHeTol. MHOrne nonb3oBaTenu He
MOHUMAOT, YTO MH OPMAaLMS, pa3MeLLIEHHas UMW B COLMabHbLIX CETSAX, MOXET
ObITb HalAeHa W WMCNONb30BaHA KeM YroAHO, B TOM u4ucie He 0053aTeflbHO C
GnarvMMy HamepeH MU,

OCHOBHbIe COBETbI MO 6e30MacCHOCTY B COLMATIbHBIX CETAX:

1. OrpaHuyb CN1COK apy3eid. Y Tebs B ApY3baX HE AOMHKHO ObITb CyyaliHbIX
N HE3HaKOMbIX NIOAEN;

2. 3alluuiai CBOK YaCTHYHO »XXM3Hb. He yKasbiBaii naposv, TenedoHsl, agpeca,
[aTy TBOEro POXAeHWA W APYryk JIMYHYK WUHHOPMaUUio. 310YMbILLIEHHUKN
MOTYT WCMO/Mb30BaTh [aXe MWH(opMauuo O TOM, KaK Tbl WU TBOW POAMTENU
NnaHMpyeTe NPOBECTU KaHWKY/bI;

3. 3alMuain cBoK penyTauuio - AepXKn ee B YUNCTOTE M 3a[aBai cebe BOMNPOC:
X0Ten 6bl Tbl, YTOGbI Apyrve Mofb30BaTeNIM BUAENW, 4YTO Tbl 3arpy)kaellb?
Moaymait, npexae 4eM 4YTo-To Ony6/IMKOBaTb, HaMNMCcaTb U 3arpy3unTb;

4. ECcnn Tbl TOBOPULLIL C NHOABMU, KOTOPbLIX He 3Haellb, He UCMOo/b3yil CBOE
peasibHOe UMSA U APYTYHO NINYHYO MH(OPMaLUn: NMS, MECTO XXUTENbCTBA, MECTO
y4yebbl 1 Npouyee;



5. W36eraii pasmelleHnsa gotorpaduii B VIHTEpHETe, rae Tbl U306paXkeH Ha
MECTHOCTHK, MO KOTOPOW MOXXHO OMpefennTb TBOE MECTOMOOXEHME;

6. lNpu peructpaumMm B coUMaNbHOW CETU HEeoOXOAMMO WCMOo/b30BaTb
CNOXKHble Mapoun, CocTosLmMe U3 BYKB M LUPP U C KONMYECTBOM 3HAKOB He MeHee
8;

7. [Ona coumanbHOW ceTW, MouTbl W [APYrMX CalToB Heobxoanmo
1CNOMb30BaTb pasHble Naponn. Torga ecnm Tebs B3NOMAKOT, TO 3/10YMbILLIEHHUKN
nony4ar AoCTyn TO/bKO K OAHOMY MeCTY, a He BO BCe cpasy.

JJIeKTPOHHbIE IEHbI'H

ONEKTPOHHbIE [eHbIMM - 3TO O4YeHb YAOOHbLIA CNocob nnaTeXxxen, OAHaKo
CYLLIECTBYHOT MOLLEHHMKM, KOTOPble XOTAT NOMYYUTb 3TN AEHBIN.

ANEKTPOHHbIE AeHbIM NOABUINCH COBCEM HelaBHO M UMEHHO M3-3a 3TOro BO
MHOTIMX rocyapcTeax 4O CMX Nop He NPOMnuncaHo Npo HUX B 3aKOHaXx.

B Poccum xe OHU PYHKLMOHMPYHOT U O HUX Y)Ke NMPOMMUCaHo B 3aKOHe, rae X
pasfensloT Ha HECKONbKO BUAOB - aHOHWMHbIE U He aHOHUMHbIe. PasHuua B TOM,
YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcsa npoBOAMTL onepauun 6e3
NAEHTUPMKALMN NOMb30BaTENS, & B HEAHOHUMHbIX MAEHTU(MKALMSA N0/1b30BaTe S
ABNAeTCA 06543aTeNIbHOM.

Takxke cfnegyeTr pasnyaTb 3/1EKTPOHHble  (PUaTHble fAeHbrn  (paBHbl
rocyapCTBEHHbIM Ba/itloTaM) W 3/1IEKTPOHHbIE HeduaTHble AeHbrn (He paBHbI
rocyfapCTBeHHbIM Ba/llOTaMm).

OcHoOBHBIE COBETHI 1O 0€30MACHOI padoTe ¢ YJIEKTPOHHBIMHY IECHbIAMU:

1. TIpMBSXXKN K CHETY MOOW/bHBIN TesledhoH. ITO camblil YA0OHbIA N ObICTPbIN
Cnoco6 BOCCTaHOBUTL AOCTYN K cYeTy. puBA3aHHbIA TeneoH MOMOXET, ec/u
3abyfellb CBOW MaTeXHbIA Maponib WM 3alfellb Ha CalT C He3HaKoMOro
YCTPOWCTBA;

2. Wcnonb3yih ofHopa3oBble naponu. [locne nepexofa Ha YCWIEHHYHO
aBTOpM3aUMo Tebe y)ke He OyaeT yrpoXkaTb OMaCHOCTb KpaXu WAn nepexsarta
M1aTeXHOro napons;

3. Bbibepu cnoxHblii naposnb. pecTynHMkam O6yfeT He MNpPOCTO YyragaTb
C/IOXKHBIA Naposb. HafeXXHble nNaposin - 3T0 Naposiv, KOTOpble COAepXXaT He MeHee
8 3HaKoB W BK/IOYAKOT B Cebsi CTPOYHbIE U MPONUCHbIE OYKBbI, LMGPbI ©
HECKONbKO CMMBOJ/IOB, Takue Kak 3HaK fo/napa, (PyHTa, BOCKIMLATE/bHbIN 3HaK W
T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOW /IMYHbIE AaHHble Ha caliTaX, KOTOPbIM He [L0BepseLlb.

JJIeKTPOHHAA MOYTA

ONEeKTPOHHAs MoYTa - 3TO TEXHOJMOMMs U NPeAoCTaBNsieMble el YCaYru Mo
MepechIIKE U NOYUYEHUIO 3MEKTPOHHBIX COOOLLEHUIA, KOTOPbIe pacrpeaenstoTcs B
KOMMbIHOTEPHON ceTU. OB6bIYHO 3MEKTPOHHbIN MOYTOBbLIA  AWMK  BbIFASANT
cneflytoLLyM 06pa3oM: 1Ms_No/b30BaTENA@UMS_aoMeHa. Takke KpoMe rnepeaun
MPOCTOro TEKCTa, MMEeTCs BO3MOXXHOCTb Mepe/jaBaTh (haitbl.



OcHoBHBIE COBETHI 0 0€30MAaCHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hago Bbi6paTb MNpaBW/IbHbIA MOYTOBLIA CEPBUC. B WHTEepHeTe ecCTb
OrPOMHbIA BbI6OP 6ecrnnaTHbIX MOYTOBbIX CEPBUCOB, O4HAKO NyYLLe LOBEpPATh TEM,
KOr0 3Haelllb U KTO NepBblil B PEATUHTE;

2. He ykasblBail B IMYHOM NOYTe NNYHYIO MHDOpMauuio. Hanprumep, nyuile
BbI6paTh "My3blKa/lbHbIN_(haHaT@" unm "pok2013" BmecTo "Temal3d™;

3. Wcnonb3yih [ByxaTanHyt aBTOpu3auMio. OTO Korga MOMUMO MNaposis
HY>KHO BBOAUTb KOZ, NpUCbINaeMbli No SMS;

4. Bblbepu CNOXKHbIA Naponb. s KaKAoro novtoBoro Awmka Jo/mKeH ObiTb
CBOW Ha[IEXHbII, YCTONYMBbLIV K B3/TOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW JIMYHBIA BOMNPOC,
MCNOMb3YI 3TY BO3MOXHOCTb;

6. Lcnonb3yil HECKONbKO MOYTOBbIX SLWMKOB. [lepBbli  Ans 4aCTHOMN
Mepenucky ¢ agpecartamu, KOTOPbIM Tbl JOBepsiellb. JTO 3MEKTPOHHbIA afpec He
HaJ0 UCMOb30BaTh MPU PerncTpaymm Ha hopymax v cantax;

7. He oTKpbIBail (hait/ibl U ApYyrue BIOXKEHMS B MUCbMax, AaXe eC/N OHM
MNPULLAN OT TBOMX Apy3eid. Jlydlle YTOYHM Y HUX, OTNPaBsAM NN OHU Tebe 3Tu
(hainbl;

8. lMocne OKOHYaHMA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpbITUEM
BK/MafK1 C caliTOM He 3aby/b HaXaTb Ha "BbInTn™.

Ku0epOysimHr UM BUPTYyajibHOE U3/1€BATEILCTBO

KnbepbynnuHr - npecnefoBaHMe  COOOLLUEHMAMU,  COAEepPXKaLlMMM
OCKop6/1eHus, arpeccuio, 3anyruBaHue; XYNIUFaHCTBO; coyuanbHoe
GONKOTMPOBaHME C MOMOLLBH Pa3/IMYHbIX UHTEPHET-CEPBUCOB.

OCHOBHbIe COBETbI N0 60pbbe C KNbepbyninHrom:

1. He 6pocaiicst B 601. JTyulumnin cnocob: nocoBeToBaThCS Kak Cebsi BECTU W,
eC/In HEeT TOro, K KOMy MOXXHO 06paTuTbCs, TO BHayase YCnokKouTbca. Ecnm Tol
HayHelb OTBeYaTb OCKOPOMIEHMAMW Ha OCKOPOGMEHUS, TO TONbKO eLlle 60MbLue
PasoXOKeLLb KOH(INKT;

2. YnpaBnsii CBOe KnbeppenyTauuei;

3. AHOHUMHOCTb B CeTM MHMMasA. CyLUeCcTBYKT Crnocobbl BbISCHUTb, KTO
CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTOMT BECTM XY/NMUraHCKMiN 00pa3 BUPTYaslbHOW >XWU3HW. MHTepHET
(uKcupyeT BCe TBOM [AEWNCTBMA UM COXPaHAeT UX. Y[auTb MX OyAeT KpaiHe
3aTPYAHUTESNBHO;

5. Cobstogali CBOK BUPTYasIbHYHO YeCTb CMOMOAY;

6. WrHopvpyin eamHWuYHbLIA HeraTMB. OfHOpPa30Bble OCKOPOUTESbHbIE
coobuleHns nydwle wrHopuposatb. OObIYHO arpeccus MNpekpawaeTca Ha
HaYa/lbHOW CTaguu;

7. baH arpeccopa. B nporpammax 06meHa MrHOBEHHbIMU COOOLLEHUAMU, B
COLMANIbHbIX CeTAX eCTb BO3MOXHOCTb O/I0OKMPOBKM OTMPaBKM COOOLLEHWNIA C
ornpefeneHHbIX afpecos;

8. Ecnin Tbl cBUAeTeNb KnbepbynnuHra. TBOU AelCTBUSA: BbICTYNUTb NPOTMB



npecnefoBaTeNs, MokasaTb eMy, YTO ero AeiCTBMS OLIEHMBAKOTCS HeraTuBHO,
NOAAEPXXaTb >KepPTBY, KOTOPO/ Hy)XKHa MNCMXOMOrMYEcKas MoMOLlb, COOGLINTbL
B3POC/bIM O (haKTe arpeccBHOIO NOBEEHUS B CETU.

MooOuabHbIi TeTedoH

CoBpeMeHHble CMapThOoHbI 1 NaHLETbI cofepykaT B cebe BNOHe B3POC/bIii
(OYHKUMOHaN, W Tenepb OHWM MOFYT KOHKYpMpOBaTb CO CTaLMOHApPHbIMU
KomnbtoTepamun. OfHaKo, CPeACTB 3auThl A8 NOAOOHbIX YCTPOUCTB NOKa OYeHb
Mano. TecTMpoBaHVWE W MOWUCK YA3BUMOCTEM B HUX MPOMCXOAUT He Tak
MHTEHCUBHO, Kak A/15 MK, TO e caMoe KacaeTcs 1 MOBUbHBIX MPUTOXKEHWIA.

CoBpeMeHHble MOOWbHbIE Bpay3epbl YXKe NPaKTUYeCKN JOrHaIN HACTO/bHbIE
aHanorn, OAHaKo pacluMpeHne (YHKUMOHana BneYyeT 3a €060 6ONbLUYHO
C/TO)KHOCTb U MEHbLUYHO 3aLLMLLEHHOCTb.

[aneko He BCe NPOWM3BOAMTENN BbIMYCKAlOT OOHOB/IEHMS, 3aKpbiBatOLMe
KpUTUYECKME YA3BUMOCTU A1 CBOUX YCTPOWCTB.

OCHOBHbIe COBETbI A1t 6e30MacHOCTM MOBUILHOTO TefethoHa:

Hudyero He aBnseTcs no-HacToswemy 6GecnnatHbIM. bByab OCTOpPOXeH, Befb
Korga Tebe npefnaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI KakKue-
TO NJIATHbIE YCNYTU;

Aymait, npexae yem otnpasntb SMS, (hoTo UM BUAEO. Thbl TOYHO 3HaELLb,
rae OHV 6yayT B KOHEYHOM UTOTe?

Heo6x04MM0 06HOB/ATL OMePaLMOHHYI0 CUCTEMY TBOErO CMapT(OHa;

icnonb3yin aHTUBMPYCHbIE MPOrpamMmmbl 4151 MOOW/bHBIX Te1e(DOHOB;

He 3arpy)ai NpuioXXeHWs OT HEU3BECTHOro MCTOYHWKA, BeAb OHM MOryT
CoAepXxaTb BPeJOHOCHOe NporpaMMHOe 0becrneyeHue;

[Mocne TOro Kak Tbl BblMAELWb C caiTa, rae BBOAUI IMUYHYHO MHHOPMaLUIO,
3aiaun B HacTPoOrKKn bpay3epa n yaanm cookies;

[Mepvoanyeckn NpoBeps, Kakne nnaTHble YCyrn akTMBMPOBaHbI HA TBOEM
HOMepe;

[laBail cBOW HOMep MOOWIBHOrO TeneoHa TONbKO JIOAAM, KOTOPbIX Tbl
3Haelllb N KOMY [10BepseLLb;

Bluetooth gomkeH 6bITb BbIK/MOYEH, KOrga Tbl MM He Mofb3yellbes. He
3abblBaii MHOr4a NPoBepPsTH 3TO.

Online urpsi

COBpeMEHHbIE  OHMaliH-Urpbl -  3TO  KpacOuHble,  3axBaTblBalOLLVE
pasB/eueHmns, 06bEAVHSIOLLME COTHU ThICSY YeNOBEK MO BCeMy Mupy. Mrpoku
nceneoyoT AaHHbIA UM MUp, 06WIAKTCS APYr C APYrOM, BbIMOMHAT 3afaHus,
CpaaloTcsi C MOHCTPaMM M MNOMyYatoT OnbIT. 3a YA0BONbCTBME OHWU MNATAT:
MOKYNaKT AMCK, ONNayuMBatoT abOHEMEHT UM NPUOBPETAIOT KaKMe-TO OMNLMM.

Bce 3Tu cpeAcTBa MAYT Ha MoajepXKaHue 1 PasBUTUE UMPbl, @ TakXKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYHOTCS CUCTEMbI aBTOPM3aLIMK, BbIMYCKAOTCS HOBble
natum (UndpoBble 3annaTKy A8 NPOrpamm), 3aKpbIBaOTCA YS3BUMOCTY CEPBEPOB.



B nofobHbIX nrpax CToMT ornacartbCs He CTOMIbKO CBOMX COMEPHMKOB, CKO/bKO
KpaXkvl TBOEro rnaposs, Ha KOTOPOM OCHOBaHa CMCTema aBTopu3auumn 60/bLIMHCTBA
nrp.

OCHOBHbIe COBETbI N0 6e30MacHOCTN TBOEr0 UIPOBOI0 aKKayHTa:

1. Ecnu gpyrot Urpok Befet cebst Nioxo uav co3gaeT Tebe HENPUATHOCTMH,
3a6/10KMPYiA €ro B CNNCKe UIPOKOB;

2. Moxanyics agMMHUCTpaTopam Mrpbl Ha N0Xoe NoBeAeHne 3TOro UrpokKa,
enate/lbHO NPUIOXNTL Kakne-To AoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He yka3sblBail NI4HY0 MHGOpMaLMIO B Npodaiine urpsbl;

4. YBaxal Apyrnx y4aCTHMKOB MO UpPE;

5. He yctaHaBnmBai HeothuLumabHble NaTin U MOfb;

6. icnonb3yii CNoXHbIE U pasHble Naposnu;

7. [axe BO BpeEMS Urpbl HE CTOUT OTK/IHOYATb aHTMBMPYC. 1oKa Thl UrpaeLlb,
TBOW KOMMbIOTEP MOTYT 3apasunTb.

DOUIIHHT WIH Kpa’ka JUYHbIX JaHHbIX

OO6bIYHOM KpaXKein fieHer 1 JOKYMEHTOB CErOAHA YXKe HUKOMo He YANBULLIb, HO
C pasBUTUEM WHTEPHET-TEXHOMNOIMIA  3/10YMbILLIEHHUKMA  NEePeMeCTUINCL B
WHTEPHET, N NPOA0/HKAKOT 3aHMMATLCA "NM0OUMbIM™ eN0oM.

Tak nosiBuiacb HOBasi yrposa: WHTEPHET-MOLUEHHUYEecTBa WU (PULLINHT,
rnaBHas Lefb KOTOPOro COCTOMT B MOJyYeHUM KOH(IMAEHUMaNbHBIX AaHHbIX
Nonb30BaTeNen - NOrMHOB 1 Naponeil. Ha aHrnninckom sA3bike phishing untaeTca
Kak omwnHr (ot fishing - pbl6Has nosns, password - napons).

OCHOBHbIe COBETbI M0 60pbbe C PULLNHIOM:

1. Cnegn 3a CBOMM akkKayHTOM. Ecnu Tbl Mofo3peBaellb, YTO TBOSA aHKeTa
Obina B3/IOMaHa, TO Heob6xoAMMO  3ab/ioKupoBaTb €e U COOBLMTb
afIMMHUCTpaTOpamM pecypca 06 3TOM Kak MOXKHO CKOpEE;

2. Vicnonb3yi 6e3onacHble Beb6-caiTbl, B TOM YMC/E, UHTEPHET-Mara3mHoB U
MONCKOBBIX CUCTEM;

3. Mcnonb3yil cnoxHble M pasHble naponn. Takum o6pa3om, ecnn Tebs
B3/I0MalOT, TO 3/I0YMbILL/IEHHUKN MOMy4YaT AOCTYN TO/MbKO K OAHOMY TBOEMY
NPoQuIO B CETK, a HE KO BCEM;

4. Ecnn TebA B3nOMain, TO Heob6Xoaumo npeaynpeauTb BCEX CBOUX
3HaKOMbIX, KOTOpble A06aB/eHbl Y Tebs B ApY3baX, O TOM, UTO Tebs B3flOMain U,
BO3MOXHO, OT TBOEro UMeHu By [eT pacchbliaTbCs Cnam M CCbINIKU Ha (PULLNHIOBbIE
CalThbl;

5. YcTaHoBM HaaeXHblin naponb (PIN) Ha MOGUbHLINA TeneqoH;

6. OTKNHOUM COXpPaHeHWe napons B bpaysepe;

7. He oTkpblBaii (haiinibl U Apyrve BNOXEHUS B MUCbMaXx, AaXe ec/in OHU
MPULLNN OT TBOMX Apy3eid. Jlydlue YTOYHM Y HUX, OTNPaBIsSAA N OHU Tebe 3aTu
(haibl.

Hudposas penyranus



LiMchpoBas penyTaums - 3To HeraTMBHas UM NO3UTUBHAA MHOPMaLUA B CETH
0 Tebe. KomnpomeTupytowas nHhopmMaums, pasmelleHHas B UHTEPHeTe, MOXET
Cepbe3HbIM 00pa3oM OTpPasUTbCA Ha TBOEW peasibHOW >KU3HKW. “Limdposas
penyTauma” - 3To TBOW UMUK, KOTOPbIA PopMUPYeTCs U3 MH(opMaLmmn o Tebe B
NHTEPHETE.

TBOE MEeCTO XXUTEeNbCTBA, Y4ebbl, TBOE (PUHAHCOBOE MO0XEHNE, 0OCOOEHHOCTHU
XapaKTepa ¥ pacckasbl 0 6/IM3KMX - BCE 3TO HaKanjMBaeTCsa B CETW.

MHorne noApoOCTKN JNErKOMbICNIEHHO OTHOCATCA K Ny6nuMkauuvM IMYHOR
MH(opmaumn B VIHTepHeTe, He NOHMMas BO3MOXHbIX MOCMEACTBUIA. Tbl AaXe He
CMOXeLLb forafarbca 0 TOM, YTO (hoTorpadms, pasMelleHHas 5 neT Hasag, ctana
MPUYMHON OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuy, pasmeLleHme TBOMX ¢oTorpaguini u gpyrue AencTBus MoryT
HE WCYE3HYTb [aXe Mocne Toro, Kak Tbl WX YyAaulb. Tbl He 3Haellb, KTO
COXpaHWi 3Ty WH(OpMauuto, rnonaia M OHa B TMOWCKOBble CUCTEMbI U
COXpaHwufiacb NN OHa, a rnaBHOe: 4YTO MOoAyMarT O Tebe OKpyXKatowime Nau,
KOTOpble HanAyT W YBUAAT 3T0. HaiTu MH(OPMaLMIO MHOTO JIET CMYCTA CMOXET
NO6ON - KakK 13 A06PbIX NOBYXKAEHWI, TaK U C HAMepPeHeM NPUYNHUTL Bped. JTO
MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI M0 3auTe LUHPOBOM penyTauum:

1. Mogymai, npexae YeMm 4TO-TO Ny6/MKOBaTb U NepeaasaTb Yy cebst B 6r1ore
WK B COLMabHOM CEeTH;

2. B HacTpoikax npodwns yCTaHOBWM OrpaHWYeHUs Ha MPOCMOTP TBOEro
Nponna 1 ero CoOAePXXMMOro, cienar ero ToNbKo "ansa apy3ein™;

3. He pa3mewain 1 He yKasblBal MH(OPMaLMIO, KOTOpPas MOXeT KOro-nméo
OCKOpPO/IATL UK 06MXKaTb.

ABTOpCKOE NIPaBO

CoBpeMeHHble  LUKOMIbHUKN -  aKTUBHble  MOSb30BaTENN  LMMPOBOro
npocTpaHcTea. OfHaKO [afeko He BCe 3HaKT, 4YTO MO0/b30BaHWE MHOrMMMU
BO3MOXKHOCTAMWU ~ UM(POBOro  Mupa  TpebyeT  cobnogeHWs  MnpaB  Ha
WHTENNEeKTYya/IbHYt0 COOCTBEHHOCT.

TepMyH  "MHTeNnekTyanbHas COBCTBEHHOCTb" OTHOCUTCA K pPa3/IMYHbIM
TBOPEHMSIM YEe/I0BEYECKOr0 YMa, HayMHas C HOBbIX W300pPETEHMIA N 3HAKOB,
0603HavatoLLMX COOCTBEHHOCTb HAa MPOAYKTLI M YCYTU, N 3aKaHYMBas KHUramu,
(poTorpagmaMu, KUHO(UIbMaMn U My3blKa/IbHbIMW NMPOU3BEAEHUAMN.

ABTOpPCKME MNpaBa - 3TO MpaBa Ha MHTENNEKTYa/lbHYt0 COOCTBEHHOCTb Ha
Npou3BeAeHNA HayKu, NUTepaTypbl N UCKYCcCTBA. ABTOPCKME MNpaBa BbICTyNakT B
KayecTBe rapaHTMM TOr0, YTO MHTENIEKTYa/IbHbIA/TBOPYECKUIA TPyA aBTopa He
OyfeT HanpacHbIM, [acT emy CrpaBef/MBble BO3MOXHOCTWU 3apaboTaTb Ha
pesynbTaTax CBOero Tpyfa, NOAy4YMTb WM3BECTHOCTb W MNpu3HaHue. HWKTO 6e3
paspeLleHMa  aBTopa He  MOXeT  BOCMpOu3BOAUTL  €ro  Npou3BeAeHue,
pacnpocTpaHATb, My6/MYHO [AEeMOHCTPUPOBaTb, MNpoJAaBaTb, MMMNOPTUPOBATD,
MyckaTb B MPoOKaT, My6/IMYHO MCMOMHATL, MOKas3blBaTb/UCMONHATL B aupe unu
pasmeLLlaTb B VIHTepHeTe.



cnonb3oBaHMe "NMpPaTCcKoro™ NporpaMmmHOro o6ecreyeHns MOXKET NPUBECTY
K MHOTM pUCKaMm: OT MOTepun AaHHbIX K TBOMM aKKayHTam [0 6/10KMPOBKU TBOETO
YCTPOWCTBA, rAe YCTaHOB/IEHA HenerasibHasd mnporpamMma. He cTouT Takxke
3abbIBaTb, UTO CYLLECTBYIOT JflerasibHble UM OGecniaTHble MporpaMMbl, KOTOpble
MOXHO HaliTh B CETH.

O noprane

CeTeBUYOK.p( - TBOIA INMaBHbIA COBETUMK B CETU. 3AECH Tbl MOXELLb Y3HATb O
6e30MacHOCTU B CETU MOHATHLIM M AOCTYMHbIM S3bIKOM, a NPY BO3HWKHOBEHWU
KPUTUYECKOW CUTyauum 06paTUTbCA 3a COBETOM. A TaKXKe MPUHSATb y4yacTue B
KOHKYypcax 1 CTaTb camMbIM LMPOBbIM FpaXKaaHUHOM!



